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Introduction 

Computers surround us and this book has been written to give you a practical hands-on approach to 

help you learn about the ethical, legal and environmental impacts of digital technology in the wider 

society, including issues of privacy.  Instead of chapters of technical jargon and mind-numbing 

tedium the theory is broken down into smaller, manageable chunks with practical tasks for you to 

perform as you go along.  This helps to ensure you understand the theory and remember it as you 

apply it to practical problems.  There is also a helpful section on how to tackle those tricky long 

answer questions in your exam. 

How to use this book 

It is recommended that you start at the beginning and work through the chapters in order as each 

chapter builds on the knowledge you have gained from the previous one.   

You are not expected to be a passive passenger on this journey.  If you want to understand about 

the ethical, legal and environmental issues surrounding computers you will need to do a bit of work 

yourself to achieve this. It is highly recommended that you do perform the tasks as instructed, even 

if some of them seem a little bizarre.  They are all included for a reason and will help you learn the 

ethical, legal and environmental issues surrounding computers.  If you get stuck the answers, where 

there is a definite answer, to all the tasks are given at the back (page 44) of this book but try not to 

cheat and give the tasks a go.   

Who should use this book? 

This book was specifically written to assist students preparing for their AQA GCSE Computer Science 

examination (8520) and the objectives have been written specifically to match the syllabus, as of 

March 2018. However, the theory and methods would be beneficial to anybody who wants to know 

about the ethical, legal and environmental issues surrounding computers.  
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Covering the AQA objectives 

Objective: Explain the current ethical, legal and environmental impacts and risks of digital 

technology on society.  Where data privacy issues arise, these should be considered. 

Normally, within this series of workbooks, we would cover each objective in a separate section.  

However as AQA have only given one objective which covers a large area we have done things 

slightly differently and split it up further.  The table below explains where the separate topics are 

covered showing the page number where relevant. 

Area Ethical impacts Legal impacts 
Environmental 

impacts 

Cyber Security 42 9, 11  

Mobile Technology 26 14 35 

Wireless networking  14  

Cloud storage  16 37 

Theft of computer code  6, 10  

Issues around copyright or algorithms  7  

Cracking  9, 10  

Hacking  9, 10  

Wearable technologies 23 23  

Computer based implants 24 42  

Privacy 26 11, 26  

Terrorism 26   

 

  



Teach yourself the Ethical, legal and environmental impacts of digital technology on wider society 

for AQA GCSE Computer Science by Nichola Lacey Page 5 

Computers and the law 

Objective: Explain the current laws surrounding the use of computers 

There are several laws that you should be aware of in the UK: 

• The Copyright, Designs and Patents Act 1988  

• The Computer Misuse Act 1990  

• The Data Protection Act 1998  

• The Health and Safety at Work etc Act 1974  

• The Freedom of Information Act 2000 

We are not, for a moment, suggesting you should have an in-depth 

legal understanding of the laws but you should have an idea about 

what each covers.  Some we will look at in more detail than others, for instance the Data Protection 

Act and the Computer Misuse Act, but the others we will only give a cursory glance at to make sure 

you know the basics. 

 

Task 1:  Just from looking at the name of each law try to match it with the correct 

description 

Law 

 

Description 

The Copyright, Designs and 
Patents Act 1988 

Protects employees against risks to 
health or safety in connection with work 
activities 

The Computer Misuse Act 
1990 

Designed to protect users against cyber-attacks 
and theft of information, including 
unauthorised access to computer systems and 
purposefully spreading malware 

The Data Protection Act 
1998 

Creates a public "right of access" to 
certain information held by public authorities 

The Health and Safety at 
Work etc Act 1974 

Controls how peoples personal information is 
used and stored by organisations, businesses 
and the government 

The Freedom of 
Information Act 2000 

It gives the creators of works the right to 
control the way in which their material is used 
by others and prevents it being copied without 
their permission 
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The Copyright, Designs and Patents Act 1988  

The internet makes it very easy to find information, images and 

apps but it does not give you the right to take that information 

and act as if you created it.  The Copyright, Designs and Patents 

Act 1988 gives the person who originally created the work some 

rights over how that work is used and distributed by others, 

even after the original creator has died. 

What type of media is covered? 

Just about anything that anybody has created is covered and 

they do not have include the © symbol for the law to apply.  This includes: 

• Written works such as articles, books, poems or essays 

• Artistic imagery such as photographs, graphics, paintings, drawings, architecture, technical 

drawings/diagrams and maps 

• Music and sound recordings such as broadcasts 

• Video and films including animations 

• Dramatic performances including plays and dances etc. 

• Software and computer code 

• Anything that can be regarded as original and exhibits a degree of labour, skill or judgement 

 

Names, titles, short 

phrases and colours 

are not generally 

considered unique or 

substantial enough to 

be covered but a 

creation, such as a 

logo, that combines 

these elements would 

be. 

The 

Copyright, Designs 

and Patents Act 

1988 protects the 

rights of the 

original creator 
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The copyright of algorithms 

Algorithms are sets of instructions for how to solve a problem. These can come in many formats 

from flowcharts to written lists of instructions and pseudocode programs.  Copyright protects almost 

any creative work, including software, if there is a high enough level of creative activity involved.  

Simple algorithms that solve basics problems are therefore unlikely to be covered by copyright but 

complex algorithms that solve a specific problem can be.  For instance: 

num  USERINPUT 

IF num < 10 THEN 

     OUTPUT ‘too low’ 

ELSE IF num > 20 THEN 

     OUTPUT ‘too high’ 

ELSE 

     OUTPUT ‘thank you’ 

ENDIF 

 

This simple pseudocode algorithm is not something that will be covered as it is not solving a specific 

complex task.  However, the algorithm that Google uses to decide the order of the pages in their 

browser is a complex enough specific problem that they do want to protect so none of the other 

search engines know the secret method that makes their browser so successful. 

What does the law say? 

The copyright owner (the original creator of the work or the organisation if it was produced as part 

of somebody’s employment) has certain rights over how that work is used. Unless you have 

permission from the owner, you are NOT allowed to: 

• Translate the work into another language 

• Copy the work in any form; this includes putting it your own work and passing it off as your 

own 

• Publicly perform, transmit or broadcast the work which includes uploading it to the internet 

• Adapt the work or make changes to the work  

In many cases, the author of a work also has the right to be identified as the original author.  If you 

want to use something that somebody else has created, you have to ASK THEIR PERMISSION FIRST 

and they are entitled to refuse permission if they want to. 
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Are there any exceptions? 

Yes, there is something called “fair use” which describes some limited activities that are allowed 

without infringing copyright. These exceptions include: 

• Private and research study purposes 

• Lending for educational purposes (i.e. a school library lending books to their students to help 

with their studies) 

• Criticism and news reporting 

• Recording of broadcasts for the purposes of listening to, or viewing, at a more convenient 

time 

• Producing a back-up copy for personal use of a 

computer program 

How long does copyright last? 

For literary, dramatic, musical or artistic works, copyright 

still applies to that work for 70 years from when the 

author of the work dies. 

 

Task 2:  Tick if the following actions are allowed or not allowed under the Copyright, 

Designs and Patents Act 1988 

Action Allowed Not Allowed 

Displaying a selfie, you took on your social media account   

Recording the new EastEnders episode to watch later   

Saving an image you found using Google and inserting it into 
your school report 

  

Photocopying pages from a text book to help you with some 
research  

  

Copying information from a website and pasting it into an 
essay 

  

Allowing your friend to borrow your MP3 player so they can 
download the music to their laptop 

  

Drawing a cartoon character you have invented and uploading 
it to the internet 

  

Downloading a free app to your smartphone   

Selling photographs you have taken yourself    

Selling photographs you have downloaded from the internet   

Writing a review about the school play   

Quoting an expert in your school report, saying their name 
and putting quote marks around what they said 
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The Computer Misuse Act 1990  

 

There are three levels to determine the seriousness of the crime that has been committed: 

Level 1:  Unauthorised access to computer material 

Level 2:  Unauthorised access with intent to commit further offences such as stealing money 

from accounts etc. 

Level 3:  Unauthorised acts with intent to impair the operation of the computer system such as 

installing a virus or deleting data.  Please note:  they do not even need to gain access 

to the computer system for this crime to be committed 

What are the maximum punishments possible for this crime? 

The maximum penalty for the level 1 offence is two years' 

imprisonment and a large fine.  

For a level 2 offence, the maximum penalty is 5 years' 

imprisonment and a large fine.  

For a level 3 offence, the maximum penalty is 10 years' 

imprisonment and an unlimited fine. 

How has the Act changed? 

Cyber-attacks are getting more sophisticated and the law is constantly having to change to keep up 

with the latest demands.  In 2006 it became illegal to create “denial of service” attacks (deliberately 

bombarding a network with so much traffic it stops working). 

The law has also been updated to make it illegal to provide the programs and tools to help others 

illegally gain access into computer systems, even if you have not done so yourself. 

  

The Computer Misuse Act 1990 makes it illegal to gain unauthorised 

access into a computer system 

https://www.legislation.gov.uk/ukpga/1990/18/section/1
https://www.legislation.gov.uk/ukpga/1990/18/section/1
https://www.legislation.gov.uk/ukpga/1990/18/section/1
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Hackers v crackers 

Say to most people the word “hacking” and they will 

envision a shady character in a basement, trying to find 

a way into their personal bank account to steal all their 

money or crack into the Pentagon’s computer network 

to start a nuclear war. Popular media often uses the 

word hacker when they actually mean cracker and it is 

important that you understand the difference between 

the two. 

Hackers:  Internet security experts who are hired to 

locate and identify the loopholes in the internet security systems and to fix these 

loopholes and flaws.  They are employed by the organisation who gives them 

permission to look for gaps in their cyber-security.  

Cracker:  Someone who unethically exploits the highly sensitive information and uses the flaws 

in the security systems to their own advantage. The crackers usually breach 

the internet security to steal software and data. 

 

Task 3:  Read about the following crimes and tick which level offence has been 

committed. 

Crime Level 1 Leve 2 Level 3 

Cracking into a company’s website to display a nasty 
message about the company 

   

Cracking into the school server to change your grades 
and attendance records 

   

Logging onto your teacher’s laptop, without their 
knowledge, and looking at the grades you have been 
awarded 

   

Creating a virus that deletes all the files on a victim’s 
computer 

   

Using your friends Facebook account (which they forgot 
to log out of) to send a funny but embarrassing 
message to somebody else 

   

Creating a ransomware attack on a company which 
stops them accessing their files unless they pay you 
money 

   

Guessing your friend’s user ID and password and 
changing the names of some of their files 

   

Cracking into a personal private computer and copying 
the music they have legally downloaded 
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The Data Protection Act 1998  

The Data Protection Act was developed to provide protection for 

individuals about how the data that is stored about them by 

different organisations and business is collected and kept. There 

is some key terminology you should be aware of: 

Data subject:  This is the person that the data is 

about. 

Data processors:  These are the people who have 

access to that data as part of their 

jobs.  They may have helped collect the data or simply use the data 

that has been collected by somebody else. 

Data controller:   This is somebody within the organisation that is using that data who 

has the responsibility to make sure the data is kept and processed 

within the rules of the Data Protection Act. 

Information commissioner:   This is the person who has the responsibility for ensuring the Data 

Protection Act is enforced throughout the UK.  

 

 

 

  

The Data 

Protection Act 

1998 protects the 

rights of the 

individual the data 

is about 
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The eight principles of the Data Protection Act. 

Principle What this means to an organisation 

1. Personal data shall be processed fairly 
and lawfully and, in particular, shall not 
be processed unless certain conditions 
are met. 
 

You have to have a legal reason for collecting the 
data (i.e. you cannot use it for stalking or 
blackmail), you need to tell the data subject how 
you want to use the data, you have to handle the 
data with respect. 

2. Personal data shall be obtained only for 
one or more specified and lawful 
purposes and shall not be further 
processed in any manner incompatible 
with that purpose or those purposes. 

You have to be clear from the start about why you 
are collecting personal data and what you intend 
to do with it and notify the Information 
Commissioner about why you want the data.  

3. Personal data shall be adequate, 
relevant and not excessive in relation to 
the purpose or purposes for which they 
are processed. 
 

You can only hold personal data about an 
individual that is sufficient for the purpose you are 
holding it for and you are not allowed hold more 
information than you need for that specific 
purpose. 

4. Personal data shall be accurate and, 
where necessary, kept up to date. 

You have to take reasonable steps to ensure the 
accuracy of any personal data you obtain and 
ensure that the source of any personal data is up 
to date and reliable.  You also need to understand 
when it may be necessary to update the 
information you hold about individuals. 

5. Personal data processed for any 
purpose or purposes shall not be kept 
for longer than is necessary for that 
purpose or those purposes. 

You must carefully consider the length of time you 
keep personal data and securely delete 
information that is no longer needed for the 
specified purpose. 

6. Personal data shall be processed in 
accordance with the rights of data 
subjects under this Act. 

The data subject has the right to see a copy of the 
information you hold about them.  They have the 
right to prevent it being used for direct marketing 
and to ensure that if the data you hold is incorrect 
or out of date to have it rectified, blocked, erased 
or destroyed.  They also have the right to claim 
compensation for damages caused by a breach of 
the Act. 

7. Appropriate technical and 
organisational measures shall be taken 
against unauthorised or unlawful 
processing of personal data and against 
accidental loss or destruction of, or 
damage to, personal data. 

You must keep the data you hold secure.  You 
have to make sure the right physical and technical 
security is in place, the data is backed up by robust 
policies and procedures and you must be ready to 
respond swiftly and effectively to any breach of 
security. 

8. Personal data shall not be transferred 
to a country or territory outside the 
European Economic Area unless that 
country or territory ensures an 
adequate level of protection for the 
rights and freedoms of data subjects in 
relation to the processing of personal 
data. 

If you need to send the data abroad, you need to 
make sure it is kept secure (see seventh principle).  
Adequate safeguards must be put in place, 
including creating a legal contract with the 
recipient, about how they will process the data in 
line with the Data Protection Act.  
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That is a lot of information to try to remember but don’t worry.  You do not have to memorise all of 

it, you just need to have a general understanding of the main principles. 

 

Task 4:  Read the clues and try to find the answers in the grid. 

 

Clue Answer 

Data must be kept _______ and up to date  

Information _______, the person with the responsibility of ensuring the 
Data Protection Act is being followed throughout the UK 

 

Data _______, somebody within and organisation who is responsible 
for ensuring that the Data Protection Act is being followed 

 

Personal data shall not be transferred to a _______ or territory outside 
the European Economic Area 

 

Data shall not be kept for _______ than is necessary  

The data subject has the right to prevent it being used for direct 
_______ 

 

You are not allowed hold _______ information than you need for that 
specific purpose 

 

Data _______, the people who use the data as part of their job  

You must tell this to the individual the data is about to let them know 
the reason for collecting the data 

 

Data must be kept _______ to avoid it getting lost or falling into the 
wrong hands 

 

Data _______, the person the data is about  
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Wireless networking 

 

The first principle of the Data Protection Act states 

“Personal data shall be processed fairly and 

lawfully and, in particular, shall not be processed 

unless certain conditions are met.”   

Smart phones and other mobile devises continuously look for wireless networks they can connect to 

(unless this has been switched off by the owner).  If the device finds a wireless network they can 

connect to it will attempt to connect to it, this is known as a “probe request”.  

 

The probe request will contain the MAC address of the device and by monitoring the signal strength 

can identify the distance from the access point.  If the device is within two or more access points the 

location of the device, and therefore the owner, can be pinpointed more accurately.    

This could mean that an organisation can monitor the location of the device and track the behaviour 

of a particular device over time. If an individual can be identified from that MAC address, or other 

information in the possession of the network operator, then the data will be personal data.  

The second principle of the Data Protection Act states “Personal data shall be obtained only for one 

or more specified and lawful purposes and shall not be further processed in any manner 

incompatible with that purpose or those purposes.”  This means that organisations need to be clear 

from the outset about why they are collecting personal data and what they intend to do with it. 

Clear information must be made available about the purpose and use of the data should include:  

the identity of the data controller, the defined purposes of the processing and who the data may be 

shared with. 

Wireless networking = 

computer networks that are 

not connected by cables of any 

kind 
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The fifth principle states “Personal data processed for any purpose or purposes shall not be kept for 

longer than is necessary for that purpose or those purposes” and so the data must be deleted once it 

is no longer needed. 

Example of how wireless data can be used 

An airport may use Wi-Fi analytics to provide a more accurate picture of passenger journeys to help 

make the routes around the airport building run more smoothly. They track the wireless devices on 

peoples’ phones as they move throughout the building. They need to avoid having the Wi-Fi access 

points close to doors or windows to avoid the collection of data from devices which are ‘passing by’ 

and may not have been informed about the potential for collection. The airport also considers steps 

to limit collection near bathrooms and rooms set aside for staff, first-aid and worship which may be 

classed as sensitive.  Once the reports about the movement of the passengers has been analysed 

and created the data about those passengers’ movements are deleted. 
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Cloud Storage 

It has become more common for organisations to use 

cloud services. This can be done using several different 

options: 

Private Cloud:   The cloud customer is the sole 

user of the cloud service.  

Community cloud:   A group of cloud customers access the resources of the same cloud service. 

Public cloud:   The infrastructure, platform or software is managed by the cloud provider 

and made available to the public. 

The seventh principle of the Data Protection 

Act is “Appropriate technical and organisational 

measures shall be taken against unauthorised 

or unlawful processing of personal data and 

against accidental loss or destruction of, or 

damage to, personal data.”.  When an 

organisation saves their data with a cloud 

storage organisation they need to ensure that 

the data is stored securely and cannot assume 

that the organisation they are paying is doing 

this adequately, especially if the data that is stored could be considered to be personal information.   

Once the cloud customer is clear which personal data it holds and how it intends to process and 

store it in the cloud, it can then assess the risks and take appropriate steps to avoid potential 

problems.  It may be the case that personal data is kept secure on the organisation’s local servers 

and only the applications and some other non-personal data would be stored in the cloud. 

  

Cloud storage = data 

stored on remote servers 

accessed from the internet 
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The Health and Safety at Work etc Act 1974  

  

When an employee is at work it is the responsibility of their employer to take reasonable measures 

to make sure that the employees are not put in danger.  There are lots of Health and Safety rules 

some of them are only relevant to specific types of work, for instance employees who drive vehicles, 

work in dangerous surroundings or with machinery.  However, there are also rules for office 

workers, including how to safely use computer equipment.  

The law states that an employer must: 

• Provide screens that can be tilted 

• Provide anti-glare screen filters 

• Provide adjustable chairs 

• Provide foot supports 

• Make sure lighting is suitable  

• Make sure workstations are not cramped 

• Allow frequent breaks away from the computer 

• Pay for appropriate eye and eyesight tests by an optician 

These rules are only for employers and employees and do not cover students in schools, colleges or 

university. 

 

  

The Health and Safety at Work Act 1974 lays out rules of how to 

keep employees safe at work 
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The Freedom of Information Act 2000 

 

It does this in two ways: 

• public authorities must publish certain information about their activities voluntarily 

• members of the public can request other public information 

You are not allowed to ask for information about individuals (as this is protected by the Data 

Protection Act) but it is possible to request data on the running of that organisation.  For instance, 

you can request that the police tell you how many speeding tickets they have issued within a set 

time frame in a certain area or you may want to know how many rubbish bins are located within one 

specific museum.  Some of this data is already available on the organisation’s websites and you may 

be directed to the website to find out the information you want but if it is not publicly available and 

it is not causing a Data Protection breach then they are obliged to collate the information and send it 

to you within a reasonable amount of time (normally 20 working days).  They are allowed to charge 

you a small fee for the time it takes to collate the information as well as to cover the cost of 

photocopying, printing and postage. 

 

 

The Freedom of Information Act 2000 provides public access to 

information held by public organisations such as the local 

councils, national parks, art galleries, museums, health services, 

schools, police, armed forces etc.   
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End of chapter recap 

 

Task 5:  Answer these questions. 

Question Answer 

1. Which law protects the rights of 
the individuals? 

 

2. Which law makes it illegal to hack 
into a computer system? 

 

3. Which law gives rules for how to 
keep employees safe? 

 

4. Which law gives members of the 
public the right to request 
information from public 
organisations? 

 

5. Which law protects the rights of 
an author or artists over their 
creative work? 

 

6. Describe three principles for how 
an individual’s data must be kept 
safe under the Data Protection 
Act. 

 

7. What are the three levels of 
offence in the Computer Misuse 
Act? 

 

8. If you see an image on the 
internet that you want to use in a 
school report, what must you do? 
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Ethical considerations 

Consider the following ethical problem.  There is a 

runaway tram hurtling down the railway tracks. Ahead, on 

the tracks, there are five people tied up and unable to 

move. The trolley is headed straight for them. You are standing some distance off in the tram yard, 

next to a lever.  

If you pull this lever, the tram will switch to a different set of tracks. However, you notice that there 

is one person on the side track.  

 

Which is the most ethical choice? Does it make a difference who the people are? 

 

Task 6:  Using the scenario we have just looked at, think about if your point of view 

would change in the following scenarios 

a) Five old people (over the aged of 90) and one child 

b) Five innocent people and one murderer 

c) Five people convicted of cruelty and killing animals and one murderer 

d) Five adults and one important business owner who employs thousands of people who, if 
the owner dies, would all be out of work 

e) Five parents of young children and one single unattached person with no children 

f) Five strangers and one person you love (i.e. family member or close friend)  

g) Five friends you love and one person you do not know 

 

You have two options: 

• Do nothing, and the trolley kills  

the five people on the main track. 

• Pull the lever, diverting the trolley onto the 

side track where it will kill one person. 

Ethics = moral principles 

that govern a person's 

behaviour 
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As you can see ethics is not always an easy choice to make, there are often advantages and 

disadvantages for both sides of an argument and different people will have different points of view.   

In this section you will be learning how to look at both sides of an ethical dilemma and explain the 

advantages and disadvantages of taking one point of view. 
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Task 7:  From what you have just read write down a short statement that two 

people would give where one person wants driverless cars and one person is 

against driverless cars 

Wants driverless cars Against driverless cars 

  

 

Asking ethical questions 

One of the reasons people often panic when presented with an ethical issue is that 

ethics can turn things that we think should be simple into complicated 

dilemmas. As we have just seen, there can be two very different viewpoints that 

people can have. You may feel strongly about one view or another or you may flip 

between the two viewpoints depending on the latest information that is presented 

to you.  The best way to navigate ethical issues is to become comfortable asking 

the right questions which will vary depending on the circumstances. 

 

Task 8:  Write down some questions that could be asked to help people decide if 

they are for or against driverless cars. Don’t worry, you don’t need to think of any 

answers just yet. The first question has been written for you 

1. Are driverless cars better for the environment than standard cars? 
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Wearable technology 

 

People are wearing technology such as 

smart watches, activity trackers and 

smart textiles (for instance those used 

during a yoga class to track your positions and monitor how long 

you hold the pose for). 

The data that is gathered from these wearable technologies could 

be used by organisations such as insurance companies and the 

government. 

 

Task 9:  Describe how data gathered by wearable technology may be used by an 

external organisation 

 

Wearable technology = devices that can be worn and often include 

tracking information related to health and fitness behaviour 
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Computer based implants 

 

 

  

Implants are typically an integrated circuit device or RFID 

transponder encased in silicate glass and implanted in the body 

under the skin 



Teach yourself the Ethical, legal and environmental impacts of digital technology on wider society 

for AQA GCSE Computer Science by Nichola Lacey Page 25 

 

Task 10:  Write some ethical questions about implanted technology 
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Data privacy 

 

In the UK, human rights are protected by the Human Rights Act 1998.  Part of the Human Rights Act 

gives all humans “the right to respect for your family and private life, your home and your 

correspondence”. 

 

Task 11:  Explain if you think a company tracking data through your wearable 

technology or implants goes against your human rights or any other laws we have 

looked at 

 

 
  

The Human Rights Act 1998 lets you defend 

your rights to be treated equally, with 

fairness, dignity and respect 
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The location of mobile phones are routinely tracked by mobile phone masts. Software allows people 

to track the location of a mobile phone in case it gets lost or stolen.  GPS tags can be added to 

luggage so it can be found if it gets lost on a flight.  All of these technologies track and monitor 

objects which in turn track and monitor the location of the people that are holding the objects. 

 

Task 12:  Describe two reasons why the following technology that was developed to 

track technology could be used to track a person 

Technology  Reason 1 Reason 2 

Mobile phone 
location 

  

GPS on a vehicle 
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People value their privacy and do not like it when governments and security services have too much 

access.   However, the other side of the argument is that governments and security services feel they 

cannot keep their citizens safe from terrorism and other attacks unless they have access to private 

data. 

 

Task 13:  Look at the following forms of communication and tracking data.  Write 

down how governments and security service companies may use this data to 

monitor, predict and prevent terrorist or illegal activities  

Scenario How this may be monitored and used 

Telephone 
conversations  

 

Email  

Bank account history  

Tracking peoples’ 
journeys by car, on 
foot or on public 
transport 

 

Now write down how you would feel if you found out that your telephone conversations, emails, 
your bank account history or your movements had been monitored by the government or a 
security services company: 
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If private data that is collected about you by the government (your bank details, tracking the 

journeys in your car, your private telephone conversations) is stored then it is also possible that this 

data could be cracked and could get into the hands of people that should not have that data.  

 

Task 14:  Explain how governments should keep the data they store safe from 

crackers 
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Healthcare apps  

While walking in the woods you notice you have a strange swelling and rash 

quickly spreading up your leg from something that has bitten you but you don’t 

know what it is.  Alternatively, flooding has closed the road to where you are 

staying in a remote area of Scotland and your baby's cough is getting worse. How 

can technology help you? 

Accessing medical advice through apps on your smartphone is becoming more 

popular. 

 
Task 15:  identify two advantages and two disadvantages for using a healthcare app 

Advantages Disadvantages 
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Review culture 

 

Online star ratings and customer reviews are a useful tool when shopping online.  These help 

potential customers compare similar companies or products but can cause problems if somebody 

has a personal grudge and gives an unfair rating which would bring down the average score. 

 

Most of these systems also allow people to leave written feedback and make comments to which 

the company can respond. 

The taxi company Uber also lets customers rate their individual driver which lets the employer 

monitor their workers and it also allows the driver to rate the customers. If a customer is seen as 

particularly abusive they may be refused service in the future. 

 

Task 16:   Think about if you agree with letting customers rate their driver and the 

driver rate the customer and use the space below to explain why  
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Task 17:  Do some research into the app called “Peeple” before you answer these 

questions 

Question Your Answer 

1. What does the 
Peeple app allow 
you to do? 

 

2. What do people 
think about this 
type of app (read 
the reviews in 
the app store to 
find out)? 

 

3. Do you think this 
type of app is 
useful? Is it likely 
to get you a 
better job, dates 
etc.? 

 

4. What could be 
the negative side 
to using this type 
of app? 
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End of chapter recap 

 

Task 18:  Answer the following questions 

Question Your Answer 

1. List three ways that 
governments and 
security firms can track 
the movements and 
actions of individuals. 

 

2. Why may governments 
and private security 
companies need to 
track this information? 

 

3. Write three ethical 
questions you may 
consider when deciding 
if medical apps sharing 
data with companies is 
morally right. 

 

4. Describe one advantage 
and one disadvantage 
for a ratings culture. 

Advantages Disadvantages 

  

5. “Driverless cars will 
prevent accidents.” 
Discuss this statement. 
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Environmental issues 

 

Your carbon footprint is usually expressed in equivalent tons of carbon dioxide (CO2). Electronic 

waste, known as e-waste, is growing three times faster than any type of waste. 

Environmental impact of technology 

 

Task 19:  Consider how quickly people replace their mobile phones.  Write a list of 

how each of the following stages of the mobile phone’s life cycle can affect the 

environment 

Stage How this affects the environment 

Manufacturing the 
phone 

 

Transporting the 
phone 

 

Using and charging 
the phone 

 

Disposing of the 
phone 

 

A carbon footprint is the total amount of 

greenhouse gases produced from an activity, 

over a given amount of time  
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Manufacturing mobile phones 

Raw materials are extracted from the Earth, depleting our natural resources. To make the plastic 

cases and parts, crude oil is combined with natural gas and chemicals.  A variety of metals are mined 

from the earth and include nickel, cobalt, zinc, copper and gold.  These metals are ground, heated, 

and treated with chemicals to make cables, circuit boards and batteries.  The circuit board is 

composed of several electronic components soldered to the board and secured with protective glues 

and coatings. The LCD screens are manufactured by layering liquid crystal between layers of glass or 

plastic. The processing of the raw materials and the manufacturing of the phones use valuable 

energy and emits greenhouse gases which can potentially generate other by-products that need to 

be controlled so they don't end up in the environment polluting our air and waterways. 

Transporting mobile phones 

Raw materials are processed and used in the manufacture of 

packaging materials. Fuel is used to transport the raw materials to 

the factories. Fuel is used in transporting the completed phones to 

the warehouses and shops. These can be anywhere in the world. 

The phones are then transported to the customer’s home, either by 

the customer if they purchased it in a shop, or by post which 

requires several different forms of transport to be used. 

Using and charging the phone 

There are nearly two mobile phones in existence for every three people on 

Earth. During its short lifetime, a typical phone can produce over 50 tons of 

carbon dioxide – most of that comes from the constant charging from 

mains electricity. This is the same carbon footprint as driving an average 

petrol car 200,000 miles or flying an aeroplane 2.75 times around the Earth. 

Disposing of the phone 

In one study published in 2008, a number of mobile phones were put through a standard test that 

simulated conditions inside a landfill. All of them leaked huge amounts of lead into the ground (more 

than 17 times the limit for what constitutes hazardous waste).  Cadmium, a chemical found in the 

battery, from a single mobile phone could contaminate 600,000 litres of water.  Lead, bromine and 

beryllium, are all used to make components of mobile phones, can leak into the environment which 

can cause severe health problems to humans including affecting the central nervous systems, liver 

damage, serious lung damage and triggering cancer.  100 million mobile phones are thrown away in 

Europe each year.  Only 15% of mobile phones in Europe are recycled. 
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Task 20:  What can manufacturers do to reduce the carbon footprint of their 

technology? 
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Cloud computing 

Working through the cloud (i.e. using a network of remote servers hosted on the Internet to store, 

manage and process data, rather than a local server) has some environmental benefits. 

Energy efficient 

A large in-house server system requires an air-conditioned room, several servers and back-up 

systems that run all day, every day however typical servers in a business deliver between 5% and 

15% of their maximum computing output on average over the course of the year.   

Cloud providers have a utilization rate of approximately 65%, essentially allowing companies to use 

fewer servers and therefore less energy.   Cloud providers have also typically invested in optimized 

equipment and sophisticated cooling systems which increase efficiency and higher utilization rate 

resulting in an average energy saving of 84%. 

Flexible working 

By allowing workers to access their business files remotely, alongside cloud software that enables 

individuals to communicate and collaborate from anywhere in the world, employees do not need to 

use transport every day and the energy costs of heating and lighting offices can also be reduced. 

Technologies such as online video conferencing can also reduce the need for international air travel, 

which has a huge carbon footprint. 

 

  



Teach yourself the Ethical, legal and environmental impacts of digital technology on wider society 

for AQA GCSE Computer Science by Nichola Lacey Page 38 

End of chapter recap 

 

Task 21:  Complete this crossword 

 

 

Across 

2. During the ________ of new technology, 

raw materials are extracted from the Earth, 

depleting our natural resources 

5. A ________ footprint is the total amount 

of greenhouse gases produced from an 

activity, over a given amount of time. 

6. Cloud computing allows workers to work 

from anywhere and cuts down on the 

________ used when travelling to work or 

meetings. 

7. Electricity is used when technology is 

used or ________. 

Down 

1. Fuel is used by lorries and planes when 

they ________ new technology to 

warehouses and shops 

3. Cloud computing uses less ________ as 

cloud providers use more efficient technology 

and they are used for a larger proportion of 

their total capacity 

4. Dangerous chemicals and metals can bleed 

out of technology if placed in a land-fill and 

not ________ correctly. 
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Answering long exam questions 

Here is an example of a single past paper question and a possible answer.  This question has been 

taken from the AQA GCSE Computer Science 8520/2 Paper 2 specimen exam paper 2015 available to 

download from http://filestore.aqa.org.uk/resources/computing/AQA-85202-SQP.PDF  

Example question 

“In recent years there has been a large growth in the use of cloud storage.   

Discuss the advantages and disadvantages of using cloud storage.   

In your answer you should include an explanation of the reasons for the large growth in recent years 

and consider and legal, ethical and environmental issues related to the use of cloud storage.” This 

question is worth 9 marks. 

 

Using the mark scheme on the next page, mark this answer. 
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Mark scheme  

(downloaded from http://filestore.aqa.org.uk/resources/computing/AQA-85202-SMS.PDF) 

Reasons for the growth in cloud storage 

• High bandwidth mobile networks (e.g. 4G) 

• Increased availability of mobile devices 

• Reduction in the cost of large capacity storage devices 

• Improvements in network security 

• People have a higher level of trust in cloud storage 

• Improvements in web browser software 

• Increased availability of super computers (for cloud processing) 

• Companies have managed to develop business models based on cloud computing that allow 
them to make a profit 

Advantages of cloud storage 

• Enables users to access their data from more places/devices 

• Enables users to more easily share data with others (i.e. they can make parts of their cloud 
storage publicly available) 

• Increases the amount of storage available 

• Reduced cost of computing devices for users as no need for as much built-in secondary 
storage 

Disadvantages of cloud storage 

• Increased security risks 

• Relies on access to high-bandwidth network connection 

• Could potentially cost more due to ongoing costs 

• Reliance on company providing the cloud service 

• Increased chance of others accessing personal data (data privacy issues) 

Guidance in awarding marks 

Mark Range 
7 – 9 

The answer demonstrates a sustained line of reasoning with a substantial 
explanation for the recent large growth in the use of cloud storage that includes 
both technological and social issues.  There is a logically structured consideration 
of the advantages and disadvantages associated with the use of cloud storage – 
including relevant points covering at least two legal, ethical and environmental 
issues. 

Mark Range 
4 - 6 

The answer includes an explanation for the recent large growth in the use of cloud 
storage that includes both technological and social reasons.  There is a logically 
structured consideration of the advantages and disadvantages associated with the 
use of cloud storage – including one or two relevant point related to legal, ethical 
environmental issues. 

Mark Range 
1 - 3 

The answer includes either a description of some of the reasons for the recent 
large growth in the use of cloud computing and/or brief consideration of the 
advantages and disadvantages associated with cloud computing. 

0 No credit worthy answer. 
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What went wrong? 

Have a look at the question again where we have highlighted some key parts: 

“In recent years there has been a large growth in the use of cloud storage.   

Discuss the advantages and disadvantages of using cloud storage.   

In your answer you should include an explanation of the reasons for the large growth in recent years 

and consider and legal, ethical and environmental issues related to the use of cloud storage.”  

The answer only really focused on the legal and environmental advantages and disadvantages and 

did not answer why the use of cloud storage has grown so they are limited to only being able to 

access the marks in the lower band (1 – 3 marks). 

Rules for answering exam questions 

1. Always read the question carefully – you will find it helpful to underline key points that it is 

telling you to include in your answer. 

2. Look at the number of marks that the question is worth – this will give you a pretty good 

idea of how much you need to write.  There is no point is spending time writing a long, 

detailed response to a question that is only worth one mark.  Answer low value questions as 

simply as you can and move on.  Spend more time answering the questions which are worth 

more points. Allow for one minute per point as a general rule so if the question is worth 9 

points allow yourself 9 minutes to answer it. 

3. Write your answers clearly – if the examiner cannot read what you have written they 

cannot give you the marks. 

4. Use the correct terminology – make sure you know the correct phrases and terminology as 

you will not get the points if you use the wrong language. 

5. Plan longer questions – for questions that require a long-written answer spend a short time 

thinking about how you are going to answer it before launching straight in and writing down 

the first thing you think of.  Use paragraphs to answer each part of the question separately.  

For instance, using the question above you should aim to write a paragraph on the growth of 

cloud computing, a paragraph on the advantages and a paragraph on the disadvantages.   

This will make it easier for the examiner to see you have answered each part of the 

question. 

6. Pay attention to the time – if you are stuck, move on and come back to the question if you 

have time later. 
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A practice exam question 

 

Task 22:  Have a go at answering this question.  Remember to underline key parts of 

the question before you start 

Microchip implants are now being offered to workers by some companies.  

Discuss the advantages and disadvantages of implanting technology into your body. 

In your answer you should include an explanation of the reasons companies may want their 
employees to have a digital implant and consider any legal, ethical and environmental issues 
related to the use of digital implants. 

 [6 marks] 

 ...................................................................................................................................  

 ...................................................................................................................................  

 ...................................................................................................................................  

 ...................................................................................................................................  

 ...................................................................................................................................  

 ...................................................................................................................................  

 ...................................................................................................................................  

 ...................................................................................................................................  

 ...................................................................................................................................  

 ...................................................................................................................................  

 ...................................................................................................................................  

 ...................................................................................................................................  

 ...................................................................................................................................  

 ...................................................................................................................................  

 ...................................................................................................................................  

 ...................................................................................................................................  

 ...................................................................................................................................  

 ...................................................................................................................................  

 ...................................................................................................................................   

 ...................................................................................................................................  
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Now mark your answer using the following criteria: 

Reasons a company may offer a digital implant 

• People have a higher level of trust in digital implants 

• Increased security so only people with the chip can gain access to a building or a computer 
system 

• It is easy to monitor the location of individuals 

• It can be centrally updated as necessary using wireless technology so if a person is promoted 
and needs to gain access to other systems this can easily be changed 

Advantages of digital implants 

• It is impossible to forget the technology and leave it at home for instance 

• It can allow them to connect to lots of different devices without having to remember lots of 
passwords or other security measures 

• It can be faster as you do not need to type in a long password and can gain access with a 
swipe of your hand 

• Enables users to share data more easily with others (i.e. they can touch hands to transfer 
contact details) 

Disadvantages of digital implants 

• You cannot switch it off so it can be tracked 24 hours a day, 7 days a week, even when they 
are not at work 

• It has health risks such as infection and possible links to the growth of cancerous tumours or 
an allergic reaction 

• It may be uncomfortable 

• To get the implant you would need a surgical procedure which carries health risks and when 
you leave the company you would need to have a surgical procedure to remove it 

• Relies on access to high-bandwidth network connections 

• Increased chance of others accessing data (as the device is with the employee all the time it 
could get cracked) 

Guidance in awarding marks 

Mark Range 
5 – 6 

The answer demonstrates a clear explanation for the recent growth in the use of 
digital implants that includes both technological and social issues.  There is a 
logically structured consideration of the advantages and disadvantages associated 
with the use of digital implants, including relevant points covering at least one 
legal, ethical or environmental issue 

Mark Range 
3 - 4 

The answer includes an explanation for the recent growth in the use of digital 
implants that includes both technological and social reasons.  There is a logically 
structured consideration of the advantages and disadvantages associated with the 
using digital implants 

Mark Range 
1 - 2 

The answer includes either a description of some of the reasons for the recent 
growth in the use of digital implants or a brief consideration of the advantages 
and disadvantages associated with digital implants 

0 No credit worthy answer 
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Answers 

Task 1 

 
Task 2 Action Allowed Not Allowed 

Displaying a selfie you took on your social media 
account 

✓  

Recording the new EastEnders episode to watch later ✓  

Saving an image you found using Google and 
inserting it into your school report 

 ✓ 

Photocopying pages from a text book to help you 
with some research  

✓  

Copying information from a website and pasting it 
into an essay 

 ✓ 

Allowing your friend to borrow your MP3 player so 
they can download the music to their laptop 

 ✓ 

Drawing a cartoon character you have invented and 
uploading it to the internet 

✓  

Downloading a free app to your smartphone ✓  

Selling photographs you have taken yourself  ✓  

Selling photographs you have downloaded from the 
internet 

 ✓ 

Writing a review about the school play ✓  

Quoting an expert in your school report, saying their 
name and putting quote marks around what they 
said 

✓  
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Task 3 Crime Level 1 Leve 2 Level 3 

Cracking into a company’s website to display a nasty 
message about the company 

  ✓ 

Cracking into the school server to change your grades 
and attendance records 

 ✓  

Logging onto your teachers’ laptop, without their 
knowledge, and looking at the grades you have been 
awarded 

✓   

Creating a virus that deletes all the files on a victim’s 
computer 

  ✓ 

Using your friends Facebook account (which they forgot 
to log out of) to send a funny but embarrassing message 
to somebody else 

 ✓  

Creating a ransomware attack on a company which 
stops them accessing their files unless they pay you 
money 

  ✓ 

Guessing your friend’s user ID and password and 
changing the names of some of their files 

 ✓  

Cracking into a personal private computer and copying 
the music they have legally downloaded 

 ✓  
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Task 4 

 
Clue Answer 

Data must be kept _______ and up to date Accurate 

Information _______, the person with the responsibility of ensuring 
the Data Protection Act is being followed throughout the UK 

Commissioner 

Data _______, somebody within and organisation who is 
responsible to ensure that the Data Protection Act is being 
followed 

Controller 

Personal data shall not be transferred to a _______ or territory 
outside the European Economic Area 

Country 

Data shall not be kept for _______ than is necessary Longer 

The data subject has the right to prevent it being used for direct 
_______ 

Marketing 

You are not allowed hold _______ information than you need for 
that specific purpose 

More 

Data _______, the people who use the data as part of their job Processors 

You must tell this to the individual the data is about to let them 
know the reason for collecting the data 

Purpose 

Data must be kept _______ to avoid it getting lost or falling into the 
wrong hands 

Secure 

Data _______, the person the data is about Subject 
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Task 5 Question Answer 

Which law protects the 
rights of the individuals? 

The Data Protection Act 

Which law makes it illegal 
to hack into a computer 
system? 

The Computer Misuse Act 

Which law gives rules for 
how to keep employees 
safe? 

Health and Safety at Work Act 

Which law gives members 
of the public the right to 
request information from 
public organisations? 

The Freedom of Information Act 

Which law protects the 
rights of an author or artists 
over their creative work? 

The Copyright, Designs and Patents Act 

Describe three principles 
for how an individual’s data 
must be kept safe under 
the Data Protection Act. 

• It must be only be collected for a specific lawful 
purpose 

• The data must be accurate and up to date 

• The data subject has the right to see the data held 
about them and can request it is deleted or altered 
if it is inaccurate 

What are the three levels of 
offence in the Computer 
Misuse Act? 

Level 1 – Gaining access to somebody else’s computer 
system 
Level 2 – Gaining access with the intent to commit a 
crime, i.e. fraud or theft 
Level 3 – Causing damage to the data or stopping a 
computer system from working correctly 

If you see an image on the 
internet that you want to 
use in a school report, what 
must you do? 

Find out who the copyright owner is and ask permission 
to use it.  If you can’t find them or they do not give 
permission, you cannot use it. 

Task 7 Wants driverless cars Against driverless cars 

They are going to cause less crashes as 
they learn how to solve problems and 
avoid crashes 

How many people need to be involved in 
crashes before they learn how to be safe? 

Task 8 1. Are driverless cars better for the environment than standard cars? 
2. Are driverless cars safer than standard cars?  
3. Which risks are worth taking such as choosing a safe speed when merging with 

traffic on a motorway etc? 
4. Does a person need to be ready to take over the driving of the car, in which case 

do they have to be sober, conscious and alert? 
5. Is it acceptable to be distracted such as watching a film or reading a book whilst 

in the driver’s seat of a driverless car? 
6. Can a driverless car be sent to pick up children? 
7. How can you be sure a stranger has not got into the car with them? 
8. Who is responsible if a death occurs involving a driverless car?  
9. Can we ever truly trust driverless cars? 
10. Is it possible to develop a list of ethical guidelines that everybody will agree 

upon? 
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Task 9 • An insurance company may use the information to increase the price they 
charge you if the data shows you take part in extreme sports, are unfit or may 
have health problems 

• Pension companies may increase the price of your premiums if they think you 
are fit and healthy and are likely to live longer 

• The government may use the information to track the health of people living in 
different areas of the country which may help them distribute health funding 
more accurately 

Task 10 1. Is an implant more convenient? 
2. How can the data be tracked by other organisations? 
3. Are there any health risks associated with implants? 
4. What will happen when the technology needs updating? 

Task 11 If the company tells you that they are likely to track your data and how they may use 
that data and you agree to them doing this it does not go against your human rights.  
But if they do not tell you it does go against your human rights and possibly the Data 
Protection Act as they are storing personal data without your knowledge.   

Track 12 Technology Reason 1 Reason 2 

Mobile phone 
location 

A parent may track where their 
child is to make sure they are 
safe 

A court can use the location of a 
phone to prove or disprove that 
a person was near the location of 
a crime 

GPS on a 
vehicle 

A company may want to make 
sure their lorry drivers are not 
driving for longer than the law 
permits without a break 

A delivery company can give up-
to-date information about where 
the package is to give an accurate 
delivery time 

Task 13 Scenario How this may be monitored and used 

Telephone 
conversations  

They may listen for keywords or phrases and tape the 
conversations if keywords are heard about terrorist activities or 
other illegal activities 

Email 

They may track these to monitor online communications to see 
if keywords or phrases are mentioned that will flag up as a 
danger or if the person is in contact with known criminals or a 
terrorist organisation 

Bank account 
history 

They may monitor if the person is paying terrorists and illegal 
organisations or if they have received payments from certain 
sources which may mean they are up to no good 

Tracking peoples 
journeys by car, on 
foot or on public 
transport 

Closed Circuit Television (CCTV), Automatic Number Plate 
Recognition (ANPR) and the location of people’s mobile phones 
can track the journeys people and vehicles take to see if 
individuals are acting suspiciously, are meeting known terrorists 
or criminals or are acting in a way which is not expected 

  



Teach yourself the Ethical, legal and environmental impacts of digital technology on wider society 

for AQA GCSE Computer Science by Nichola Lacey Page 49 

Task 14 Governments must ensure your data is kept safe by making sure that the employees 
who have access to that data know how to avoid social engineering (i.e. people 
manipulating the employee to gain access to the data).  They must also make sure that 
data is encrypted if it is sent over a network so that people cannot “listen in” to the 
data being transferred and they should not allow individuals to take it out of the office 
on media which is not encrypted.  Employees need to have strong passwords (i.e. 
include upper and lower-case letters, numbers and symbols) and change them 
regularly and make sure the passwords are not written down and left in a place that is 
accessible to anyone else).  A firewall should be in place to filter out phishing emails 
and pharming websites and antivirus software needs to be installed and updated 
regularly to prevent cyber attacks. 

Task 15 Advantages Disadvantages 

• Can get help without an 
appointment 

• They can store information so if the 
person is unconscious medical 
professionals can get to the data 
they need quickly 

• They can find treatment without 
bothering a doctor 

• Serious medical conditions may not 
get diagnosed and treated as no 
professional medical practitioner 
has seen the patient face-to-face 

• Personal data stored on the phone 
may get into the wrong hands 

• An automatic chat-bot style 
database may not contain all the 
information it needs so can get a 
diagnosis wrong 
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Task 18 Question Your Answer 

1. List three ways that 
governments and 
security firms can 
track the movements 
and actions of 
individuals. 

• They can track people’s movements through their 
mobile phone location, ANPR and CCTV 

• They can track their actions and communications by 
“listening in” to private phone calls or reading their 
emails 

• They can track their finances through their bank 
accounts 

2. Why may 
governments and 
private security 
companies need to 
track this 
information? 

They can use the information they find to anticipate and 
prevent terrorist criminal activities.  Governments may 
also use the information to monitor the movements of 
individuals to help with planning a safe and efficient 
transport infrastructure etc. 

3. Write three ethical 
questions you may 
consider when 
deciding if medical 
apps sharing data 
with companies is 
morally right. 

• How will those companies use that data? 

• Have the people (data subjects) been informed that 
the data is being used this way? 

• How will it affect those individuals whom the data is 
about? 

4. Describe one 
advantage and one 
disadvantage for a 
ratings culture. 

Advantages Disadvantages 

It allows people to see what 
others think about a 
product before you buy it 

People who have a grudge 
against the seller may give 
an unfair rating which can 
affect future sales 

5. “Driverless cars will 
prevent accidents.” 
Discuss this 
statement. 

Your answer should consider points from both sides of 
the argument. 
For the argument: 

• They learn as a fleet; as one makes a mistake they 
all learn from it 

• They don’t get tired and their reactions are 
consistent 

• They can communicate with other vehicles in their 
close vicinity 

Against the argument: 

• Driverless cars are in their infancy and are not yet as 
good as an experienced driver 

• They can only react to situations they have been 
programmed to understand and cannot cope with 
the unexpected 

Task 20 • Look into ways of reducing the energy, water and waste in the manufacturing 
process 

• Use technology which uses less electricity when the device is not in active use 
(hibernation) 

• Offer a discount to customers if they recycle their old equipment which means 
fewer raw materials are being used 

• Wait for longer between releasing new upgrades of their technology (once every 2 
years for instance) 

  



Teach yourself the Ethical, legal and environmental impacts of digital technology on wider society 

for AQA GCSE Computer Science by Nichola Lacey Page 51 

Task 21 

 
Task 22 Companies may offer digital implants to their employees as it will increase the 

security and protect sensitive data in line with Data Protection Act as only employees 
with the chip will be able to access a computer system or building.  It will also make it 
easier for the company to monitor the location of their employees which will help 
them monitor efficient working practices.  

Some of the advantages for having digital implants are that it is impossible for an 
employee to leave their ID card at home as they have it implanted in their body and it 
makes accessing devices faster since they will not need to remember and enter long 
passwords.   

Some disadvantages of using digital implants are that it does infringe on the 
employee’s right to privacy as they cannot switch it off and their employer could 
potentially track their movements even while they are not at work.  Another 
disadvantage is that there may be health risks associated with the implants such as 
infection and a possible link to cancer. 

 


